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(AAGU) and Werkgroep Stop

lacklisting vsually starts with

naming companies  and’or

persons involved in work that

should nod be done. People
should knowr what this COMPAny oF Porson
does; because companies and people aren't
keen on negative publicity, and tend 1o
keep quict shout aspects of their work that
can be viewed as comtroversial,  Just
nwning’ compsmics or porsons can [
some pressure on them, bl in order o be
moee effective active 'shaming” is needed-
WSINZ A wvaricty of means to tag the
CoOmpany of person 8s "wrong' one Way or
the other and to eventually stop them
doing this work. We would say thar
blacklisting a5 we wse it differs froam
simply focusing on a conmpany that s
obwviously wrons. In  other words,  for
example arms  producing  companies or
vivisection laboratoeia are usieally rarscted
@5 such, while the companies thar for
example are involved in ouifding 3 new
Jail are targeted just for their invalvemen
in this project and urged o stop doing this,
without the am of completely shutting
down these companies as a whole. In fhe
end the focus i on the project..as it of
the migrant policy, @=nd no on  the
Sompanies involved,

Some recent examples

Internationally  the most well  known
maming  and  shaming-campaigns  are
pridmibly  those of the animal rights
movement The Stop |Huntingdon  Animal
Cruelty {SHAC) campaign focuses on
forcing all kind of companics &sociared
with  the  animal-testing laboratory
Huntingdon Life Sciences 10 give up =il
finks HLS. Very econfrontational
tactics are used in this canpaizn, which in
MM Ways prowe e be successfull The
peace movement has for some years been
blacklisting  lmancial  mstitutions.  like
banks and pension funds, for investing m
arms Irade and production. for example
for investing in cluster munitions- and Ll
mines-producing CLURTIPSINiCS. For
migration-relied activism thene are some
recent websites or pdf-files with listings of
companics, nstitutions and sometimes
also persons involved in owork connected
lr locking wp and deporting iagrls,
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Current blacklists

“We're only doing our job”

Workshop Blacklisting of com

The past fiew years both in the Metherlands
and in Belgium similar blacklists of
companics mvolved in detention centers
have been published Involvement in the
few center at Roterdam Airport (NL) and
Schiphol Airport, invelvement in the new
center al Steenokkerzec] (BE) Currenthy,
there are thres large blacklizts to be found
n the Dutch - Flemish spoken region:
Wihstles: hitpzwww.de- 160l {detention
centers. Rotterdam Arrport and Schiphal)
h-‘:t;":-..".-'bla-:kEu'.'trstmﬂnkkwmu[.blngﬁpu:_-:mn
! ldetention center Steenokkerzeel, and
more detention centres amd prisons), PDF
file: De Schandpaal (The Pillory) that hies
not only compaies  involved in
detention centers. but alse addresses of
immigration, police, elc. None of these
lists comtain more persomal information
than names of directors and such, s0 no
addresses.

Difference between Beloian and
Dutch blacklists,

One thing taken further in Belgium is the
blacklisting, of for example the Red Cross,
The Duich seem  hesiint o blacklist
scemingly friendly organizations, NGO's.
Nevertheless,  Amnesty  Internations
serves 8% an apologiit for locking up
migrants i the Netherlands. They neves
prodest azainst the depomation machine as
a principle. They say people need to be
bocked wp in order 1o deport them.
Amnesty only protests against the most
obvious inhumanities in the syslem. And.
Amnesly 15 also known o deliver work 1o
prisons.  They have female prisoners
telesale for them: {and 20 do more NGO's
by the way), Another difference i the
publication of personal information. Tn the
Metherlands this has been done twice As
far as we know, in Belgium: nol Yer The
Dutch authoritics responded very quickly
tur Lhe: publication of personal information.

In may 2008 & website called Stop The
Deportation. Machine peblished personal
mlornation of for example cmployees
working  for. immigration, wardens of
detention centers, politicians. One warden
saw b names of his childien  also
prathlisleed, alowng with information on the
boxing school where his son wenl, The
website was taken off-line within a day
aller s cxislence booame known lo the
authaorities. Earljer ihis year, a PDF file
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panies, by the Dulch Anarchist Anti-deportation Group
Deportaties (WSD).

with names and addresses of individaal
prison riot police LBE was published
talong with information on their use of
vielence). This was also 'noticed and taken
down' in a short time. It ook & bit longer,
because the PO wone spreading all owver
the mtermet. But by threatening websjtes
that published the LEE Papers with larac
nen-complisnce penaltics the LB papers
were mostly removed Troem the web afier 5
few weeks. The PDF method thercfore
was more effeetive that the website a fiw
years back, Both times the removal wasg
taken ¢are of by the privacy watchobop, My
criminal law was invidved, there were no
criminal chasges, nobody Eob arnested,
{though, in the first case the inlention of
the websitc was suspected of being
ncitement 10 violence @nd arson, becasse
of Mustrations that were naed)

Why blacklisting ?

Ir might seem that it is not very logical o
meological comeet 1o forgel companies
instend of aitming for the state institutions
thiat make the policy decisions. The choice
to focus on fargeting companics bas g VEry
‘dowm th earth' side. Companies are mors
vulnerable and therefore tend to be the
wezkest link m the deportation muchine,
compared o the stse and its mstitotions
For a company the benefius of the joh have
r outnumber the costs (money direetly,
but also imaze and so on). They are not
comipelled foeo ke up certain work. nor
have ideological remsons to do so. This
docsn’l mean it easy 1o force a COTpANY
out of something, because no COmpany
WHNCS [0 give in 10 pressure, The point that
2 company gives up docs exist, as
examples show, but it's notl very common
4 campaign sucoeeds in this way.

Decentralized actions

Companies with a loi of branches are
perfect for a campiipn of decentralized
actions. In the Nesherlands we have an
ngoing campaigh #zainst the hiring of
delention prises guards by lemp agency
Ramistad. Randstad has branches in a lo
of smaller and bigger citics. And we are
Planming 4 new campaign against building
company BAM, the head contractor for
the: new gudicial complex Sehiphol, which
will hogse amongst others 2 detention-
and 4 expulsion center, BAM has bat of




offices all over the Netherlands, and has
offices in a lof of other countries as well,
Some companics, not all, are  easier
Lrgets. They hawe lcss swcurity than stage
inSfitutions, or are better located  for
Actiois,

Deterrence

While it iz no casy to force @ company
out of a4 project it has alrcady taken up,
the main point l:lf‘rumtin_g_ and shaming” i
fetereence. By letting this company what
it can expect when it does this kind of
work, by raising their costs, they will
wpefully think twice before starting 1o
work on such a project asain. With the
Wame TeRsOnIng You can also create g
domino  effect’ by  detemring  other
sompanies from doing this kind of waork
wscking the companies and persons that
wofit from the miserable conditions they
welp put others in, is also an attack on the
deportation industry’ or ‘prison industrial
‘omplex” itself, and thereby a atack on
e capitalist idenlogry behingd it, We have
o remhize that il every company and every
werson refuses to do this work, it won't get
lone at afl. “We're onby doing gur job™ is
Wy SXCUSC, Never

Effects

m the Metherlands, in the vears 2009 and
Q10 the caanpaign "Stop DC16 was held,
his was @ very simple campaign against
e companies mwolved m the
onstruction of the new detention center
I Rotterdam Airport. We published a list
I these companics en our website, And
en we did some actions: picketing these
ompanics, doing some noise demos in
ont of their buildings and doing some
igalrcal actions, like a die-in, delivering:
test-illegal and bringing blood moncy.
here was no direct damage 1o buildings.
ut the campaign inspired others 10 do
arder' actions. (ther than diredt costs by
e, there were a bot of indirect costs,
i we found out by a report from the
search institute COT: “There were costs
adc i preparation before and  afier
dions, Costs  like: safety  measures.
structing and  training  of  personnel.
wse  costs  are  substantial.  As  an
dication, one company  told  (he
=warchers that it estimated the cosis
ere about 100.000 eure” For two years
“picket lining ! From the same research
stitute pbout  the  same Company:
fccwze of the permanent threal our
impany cinned profile #self o 5 wants
opene and  fransparent
upcration parner, In the pas, pictures
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of stafll members were on line, phs
contact data. Mol any more. Weoare very
mmuch advised against profiling ourselves
on the mtemet. At the door, there has to
be a smrict entrance policy. o prevent
uninvited guest  from chtering  the
building. Mo very  customer-friendly,
Also, it is annoying that by googling the
name of the company, ore finds more hits
aboul actions then hits about our beastiful
realized projoctz.™

Fear of harder actions

By pulting names etc of companies and
names of staff members on our website,
we found oul thar some action Eroups
went for home visits, breaking windows
actions and Oie or WO Brsom  actions
Although Stop Deportations (WSD) only
did non vielent actions, a1 companies the
fear rose that these harder actions could
happen to them any time. Spread of fear
through deferrence is unmcasurable. of
COUrse 00 company  wanls to admit i
refused fo do or didn’l apply for work
because of foar.

Reaction to actions
(trying to Keep it all quiet)

Detention cormer Rotterdam 38 onlv the
fiest of the ‘more to come’ prisons that
will be built via pps (ppp) or even totally
private in The Metherlands. The second is
the new judicial complex (detention and
expulsion center) &t Schiphol, #s @
replacement for the old one, where cleven
poople died in 2 fire. Leamed from our
campaign, the govemment plus  the
companies iry to hide all information
about this new project. Quete Cobouw
(dmiy of the building industry): “The
building of pps prizons takes place in total
solation, Afrid for the threat of ‘the
demehtion of cxtra walls and Fences. For
JC Schiphol, it = not even made public o
who and when the propect is assizned,
Also, the knowledae exchange bebarcen
ministrics stopped,  becawse  of
mcreased Lhreats of exiremists {groups).
How decp bows Justice for the pressyre of
threats and takes to her hecls w try o
profect  architcolz  and  builders? &0 s
estiblished thal the client goes extremely
far. All wehgites from povernments 10
rebated marked parties are erused a5 far as
BC Rotterdam and  JC Schiphal are
comcerned.  During  inter  department
corzulation, it is made known there will
be no more mlormation about pps-prisons
whatzoever. Actions of aciivisis g given
avore priocily  then  the exchange  of
knowlbedge and expericnce abogt dbfimg
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prajects.” Althoush we try like hell, we
still haven't found out who is in the

hl.lildil‘lg oot iam, for instanee
{JCSchiphol). Except big builder BAM.

Consequences:
possible prosecution,
and intelligence strategy

Judicial consequences differ per country.
Makers of blacklist may be confronted
with crminal chorpes of  incitement.
Internet publicarions may be noticed and
taken down (becausc of  invasion of
privacy). In the Metherdands, AAGU and

WED were tarpeted by the  Duteh
Intelligence agency AIVD m the repont
“Het vour wvan wergel”  {the fire of

resistance). We were accused of heing
respomstble for harder actions also This
caused 4 media stic and may very well
have leen the beginning of more
fepression. 85 happened to animal rights
aclivist hefore

Morals versus Effect

Do we want to take the Tisk o become
responsible if 4 prison guard dies in a fire
gt home, after we published the address 7
Or his children, his cat, his dos, his
goldfish ? Do we want o have the moral
nght to pay-back, o revenze, 1o
punishment T Arent we just as had then?
Or are we right o publish, becanse we
may assume that our fellow activias are
wise enough to make the right choice of
action-method ? Whens as cven the
smaflest  companies, caterers, etc. are
blacklistod, the Red Cross, etc. addresses
of persons seem 1o be ‘not done’. S0, when
does it go too far? Is publishing . an
address of a responsible politician go oo
far? A warden”? These are both cases of
obvicus  blood-on-their-hands  persons
involved. But an individual private guard
working for G457 A nurse working in o
detention center? And. what can be the
consequences? And what the advantases ?

Effectiveness vs. Risk

If even the smallest cop wheels are named
and shamed and can therefore be under
attack, Blacklizis will he mors frightful to
those who cooperate with the system. The
fact iz that smaller companies are more
vulnerable to the pressure, and more
Lkely to withdraw. Then again, how
effcctive is it? Dont we all want to smash
the windows of the director of Resix more,
than the windows of the nurse? And what
will the medim write and the public say
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about the name of the numse n (he
blacklist. Or the name of only-the-smgl]-
calerer who delivers bread o @ prison?
Do we czre? And.. don't prisoncrs live to
eat? Don’t prisoncrs have to be taken care
of when they are sick? Yes, prisoncrs do
need 1o eat And they do have a right o
health cire... Bl in freedom! So; ayone
who helps make the system work, is
responsible, and should stop. But makers
of blacklists have 1o be aware of the
damgrers and it i3 wisc to make a choice
and weigh imporance and effechivensss
and rizk.

Careful!

Ie i= weisc Eo, if you want 1o publish
personal informaEtion, make sure that i
cannad be iraced back tooyow: As far as
wisitinge a hiack list can be traced back 1o
the wisitor: o 2 limk is publizhed in the
blacklizt, think about clicking i1 before
you do. because : what will yvou do with it
farer 7 (tracing back to ;.-:Tu' poszible) And
last but not least, users of thess psts, have
to bz made swarc by i's makers that
mformation can et oobdated, Fast thing
Wi wang, is painting  the door of an
inngcent person bloody red.. S0 make
sure: YO CHECE.

“How to get the information?

First off, before pablishing, make sure
vou have all the miormation. Chce wou
have published, information may be taken
offline. All research is different, it is also
a kot of puzzling. Make swe lhe
infiormation 15 accurats and wp to date. On
ihe Intermct more and more 5 avatlable,
but also there 15 an inereased sccrocy. Use
search engines, specified search engines
(fur example o scarch info  about
poraons), Nows  siles, povernment  siles
anil 50 o, Try 1o find sman search terms

and  combimations,  fe oavoid oam
owerwhelming amount of  wseless
information  {her  sourccs canm be

librarics, government buildings, Froedom
of mfprmaon act, talkinge W people as
yourself or pretending to be for example a
stmdent working on a project. And then of
course there are of course the less legal
methods, such as  breaking  in,  and
hacking, garbage diving fie docnments,
phageving  and  following - peoples,  even
infiliration.

How to spread a blacklist
Wehsiles aire the esiesl way o keep up
with changes in vour information. Make
sure 1l a5 always up oo date. Downsicle:

wehsite cn casily be taken down. So
persunal  info of responsible  persons
canwot  be published, Be aware  that
websiles are 02N registerod inoa person
0f orEanizations mame. Yeu don't wani
that 7 Find a hosting abroad that 15 safe
and anonymous and uptoed safely, You
can put more risky {personal) mformation
in a PDF file. Tt can also be mken off the
infereet, bul it can So casily be spresd
further by c-mail, by fle shanng, USE,
Ch, by taking tums on the web. It will
never reially mo away. Problem i how do
vou make sure that ouldated information
geln corrected in oz file already spread?
Well. You can't. So you have o make a
mex]l version, and a next, and a nexi, And
spread it all over azain, and again. Make
note ine every wersion that information
may have changed. Pul the date of the
publication on wop of the documcnt, so
peopke will know which i the most recent.

Once again, be careful!

Be aware thar any file may contain
information on 195 maker! Sol if vou wse
piciures, be aware of mformation about
camera’s. about  scanners, that  comes
along. So copy and pasle nto new files.
Know that the program and wersion: you
usc may alzo be mio that may end up in
file. —&eenned . documents
contain fingerprints, so peed o by worked
on 1o remowe those. PIFE files are often
derived from texl documents that conizin
information on the computer being used,
it's user, the progmam wersions being used,
etcetera. HTML pases may also confam
program and compoter mformation. Make
serc all information that secretly comes
along iz removed | ANl this i wery
technical shil, =0 make sure soaneone who
knows how to do it does the job! For
bath websites and PDF DNles goes: make
sure, if needed, vou wpload sately. Leave
ne tmces of 1P addresses, leave no races
at internel cales and libraries {comera’s,
Mngerpriniz. ). Use TOR - or  something
like that. Make sure you have an expert
o safc intermet publizhine to do the Job,
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Old fashioned paper spreading.-

Doa't take your hlwcklist o a pubhishing
company.. Cipy  machines leave tres
about their brand and tvpe. Copies can be
tmaced back 1o the machme involeed,
Especially new machines. Older methods
can  be used,  like  silk-scroening.
stenciling.  Make sure oricinals - arc
destroyed and not lying aroumd, Spread #
to squats, no border camps, anarchist

bookshops and book fairs.. Leaving a
pile of non-fingerprinted copies... Again,
a3 in PDF: Pul the date of the publication
on fop of the degument. 50 p-l:-:rhﬁft will
know which is the most recent.

LTS i
Actions

Blacklists are more effective, if action is
also aken and brought (o your company
or home. The simple naming and shaming
for some folks just isn't enoush o make
thern reslize they have 1w stop  their

involvement. We assume that activisis
who wse these hists, usc also  their
comimon  sense and  are  responsible

persons. The level of involvement of a
company or person is measure for action
1o be taken. You may want 1 born the car
ol the director of mmmigration, bul not the
car of the nurse in the detcntion center.
Any action thal does not cause physical
pain or death, and docs only damagze 1o
imaze, to offwes, boldings,  struciures,
miglerizl, means of mansport efc. can be
coon as sabolage o the beeadest scnsc.
Sabotase by damage o repatation % aluo
not to be undercstimated’ So leaffeting.
noise demos, pickets, die-ins, bringing in
the blosd-money, and more  such
symbolic actions are more effective than
vou think. But thers & more, We think
that & vancty of methods works best!-150
banner droppings, occupations, bockades
and mure wavs of standing n the way, ad
bBusting, wvideos, disinfommation,
visits, sabotape hecking, arson, bomib
attacks... It is up 1o you Be safe Don't
gt busted.. Jail csucks. Bul  omost
important: make as suee s possihle that
thinges don't oo termibly wrong - vou may
wanl [0 make sure you don't wind. up
yourself bemgz the person with blood on
his or her hands, if oaly this is bad tor
pukblic relations... We think youw're wise
crvough o make that call.

hirpe

Stick together?

All actions combined cun be efleclive, as
long  az nobody  (focls the need  to)
diszociate(s) onesell lrom actions taken
by others. Be supportive. Doa't respond
by maming and shaming other aciivisls or
therr methods o by calling methods used
by semeonc clse too soft’ or “too hard’
o Ty wal wanl B go fusther than a
picket wourself, but remember that the
picketl 18 more effcctive if someone else,
soenewhere else, Tl a match at the same
company, and the cdher wiy around...




